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ENHANCING INSTITUTIONAL CAPACITY
OF THE ICT-ENABLED GOVERNANCE DURING THE TIMES OF WAR

Background. The use of information and communication technologies (ICTs) has become increasingly pervasive in
governance processes, offering new opportunities and challenges for governments around the world. ICTs contribute to
enhancing the institutional capacity of governments to fulfill their responsibilities and improve the delivery of public services.
During times of conflict, such as the ongoing war in Ukraine, the utilization of ICTs in governance becomes even more critical
and complex. This research aims to investigate the digitalization challenges and strategies associated with the use of ICTs in
governance during the war in Ukraine. The study seeks to shed light on the unique digitalization landscape in this challenging
environment by examining the vulnerabilities and threats faced by government systems and communication networks in the
context of an armed conflict. Furthermore, the study delves into the identification of best practices and policy gaps providing
recommendations to strengthen the digitalization of ICT-enabled governance settings during times of war and aftermath.
By drawing attention to successful approaches and lessons learned, this research article aims to contribute to the development of
robust digitalization strategies that can withstand the unique challenges presented by armed conflicts. The subject of this study
is the digitalization strategies and ICT-enabled governance measures adopted by the Ukrainian government during the ongoing war.

Methods. To investigate the digitalization challenges and strategies in ICT-enabled governance during the war in Ukraine,
a diverse and multi-faceted methodology was used. The following research approach included a literature review, a case study
based on the open sources from Ukrainian state authorities and donors' reports on digitalization and e-governance, data, and
cross-case analysis. However, the comprehensiveness of the methodology remains a subject of debate, highlighting the need for
ongoing discussion and refinement in future research.

Results. The research findings indicate that the Ukrainian government has undertaken proactive measures to ensure the
sustainability of public e-services, digital security, and the integrity of governmental ICT infrastructure, and to safeguard
personal data throughout the conflict. The analysis is based on empirical evidence gathered from literature reviews, case studies
using open sources from Ukrainian state authorities, and cross-case analysis, which allows for a thorough assessment of the
effectiveness of these digitalization measures. Key findings include the identification of best practices and policy gaps, providing
recommendations to strengthen the digitalization of ICT-enabled governance settings during times of war and aftermath.
This structured approach ensures that the results are clearly derived from the described methodologies.

Conclusions. The research utilized a variety of methods, including a literature review, case studies based on open
sources from Ukrainian state authorities, and cross-case analysis. This approach allowed for a thorough assessment of the
digitalization challenges and strategies associated with ICT-enabled governance during the war in Ukraine, providing a solid
foundation for the analysis of the effectiveness of digitalization measures.

The study revealed that while the E-government 3.0 concept represents the most current and mature form of e-governance
internationally, Ukraine has yet to develop a comprehensive e-governance strategy for both pre-war and post-war periods to
achieve the same level of progress. The lack of detailed evidence-based policy justification for implementing digital
transformation is still a significant barrier. Additionally, the outdated legislative framework and institutional governance model
are the key obstacles, with piecemeal legislative updates failing to address the fundamental issues. This disconnect between
strategic goals and current technological trends underscores the need for a thorough legislative overhaul to align with up-to-date
requirements. The instability and underfunding within the Ukraine's National Informatization Program, which suffers from
numerous normative and institutional deficiencies is the best illustration of such disorder. This program's effectiveness is further
hampered by its excessive dependence on the current political and economic situation.

The study recommends a comprehensive review or replacement of the National Informatization Program with more practical
documents. A crucial objective of the updated program should be to ensure the proper functioning of the National System of
Indicators for Information Society Development and the National Register of Electronic Information Resources. The reinstatement
of annual reports on the state of information society development is also suggested to provide valuable insights for adjusting
strategic ICT development documents.

Furthermore, the ongoing war in Ukraine has highlighted critical needs for an updated and comprehensive e-governance
strategy to support the country's recovery and reconstruction efforts. The study suggests that conceptualizing the Government
3.0 concept in public strategic documents, coupled with the allocation of international donor funds with appropriate oversight,
can enhance government service efficiency and accessibility. Leveraging advanced technologies such as Artificial Intelligence,
Block chain, and data analytics can improve decision-making processes and enable evidence-based policy formulation.
The study also emphasizes the importance of training programs for civil servants to enhance their digital literacy and skills,
as well as establishing dedicated units or agencies to oversee e-governance initiatives and coordinate cross-sectoral
collaboration. The conclusions provide a clear and structured summary of the findings, ensuring that the results are directly
linked to the described methodologies and the overall aim of the research.

Keywords: e-governance, digital governance, ICT-enabled governance; institutional capacity; public administration
during war; public administration, public policy recommendations.

Background of ICTs in governance becomes even more critical and

The use of information and communication technologies complex. The war in Ukraine has not only brought about
(ICTs) has become increasingly pervasive in governance significant geopolitical and humanitarian consequences but
processes, offering new opportunities and challenges for has also posed unprecedented digitalization challenges for
governments around the world. However, during times of the government and significantly decreased the predictability
conflict, such as the ongoing war in Ukraine, the utilization of the e-governance strategy.
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This research aims to investigate the digitalization
challenges and strategies associated with the use of ICTs
in governance during the war in Ukraine. By examining the
vulnerabilities and threats faced by government systems
and communication networks in the context of an armed
conflict, the study seeks to shed light on the unique
digitalization landscape in this challenging environment.

This research used the terms e-governance, digital
government, and online government as synonyms. While
digital government is the most used term in the US,
electronic government is most common elsewhere
according to the concept proposed by Grénlund and Horan
in 2005 (Grénlund, & Horan, 2005).

Within the last decade use of the modern technologies
by the government of Ukraine for the provision of public
services increased significantly. In addition, the importance
of cybersecurity measures aimed at maintaining and
securing governmental systems that process sensitive data
about citizens of Ukraine and provide public e-services
became a top priority under the ongoing military and
cybersecurity attacks on the governmental infrastructure.

According to the report of the State Service of Special
Communication and Information Protection of Ukraine —
SSSCIP, 2,194 cyber incidents were proceeded manually
by the governmental security operation center (CERT-UA)
in 2023 (Russia's cyber tactics: Lessons learned 2022,
2023). At the same time, 1,148 critical and high-level
incidents were investigated and mitigated by the CERT-UA.
The war in Ukraine has created an environment where
malicious actors exploit digital technologies to launch
cyber attacks and disrupt governance processes. The
government's reliance on ICTs for communication, decision-
making, and the delivery of public services has made them
particularly vulnerable to cyber threats. Understanding the
specific vulnerabilities and risks that arise from this complex
interplay between ICTs and armed conflict is crucial for
formulating effective digitalization strategies.

Based on SSSCIP 2022 report, the objectives of
cyberattacks were cyber espionage, aiming to gain
continuous access and persistence within the targeted
systems. Additionally, destructive activities were observed,
indicating attempts to disrupt or damage critical
infrastructure and government systems. Psychological
operations were also identified as a goal, suggesting efforts
to manipulate or influence public perception and opinion.
The Ukrainian governmental sector in 2022 witnessed
a series of cyber incidents targeting various key entities.
These entities included local authorities, key ministries,
regional governmental organizations, and state-owned
enterprises and factories. According to SSSCIP report
(Russia’s cyber tactics: Lessons learned 2022, 2023), the
goals of the cyber operations against the government
sector encompassed several objectives.

Another significant objective of cyberattacks on Ukrainian
governmental resources was the compromising of personally
identifiable Information data, potentially exposing the
sensitive personal information of individuals associated with
the government sector. Account compromise was also
identified as a goal, indicating attempts to gain unauthorized
access to government accounts and systems.

The security of governmental infrastructure is envisaged
by the National Cybersecurity Strategy adopted in 2016 in
response to large-scale attacks on its critical infrastructure
(Cybersecurity in Ukraine, 2017). The main objective of the
Strategy, along with its annual Action Plan, is to establish
a secure cyberspace and promote its beneficial utilization
for individuals, society, and the Government. The Strategy
primarily concentrates on three key areas: the development
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of a national cybersecurity system, the enhancement of
capabilities within the security and defence sector, and the
assurance of cybersecurity for critical information
infrastructure and Government information resources.

Since the start of the full-scale war in Ukraine, the
severity and frequency of cyber operations targeting
governmental organizations in Ukraine have been notable.
CERT-UA detection systems have identified hundreds of
such incidents, underscoring the persistent threat landscape
faced by the Ukrainian government and highlighting the
importance of robust cybersecurity measures to safeguard
critical government infrastructure and information (Russia’s
cyber tactics: Lessons learned 2022, 2023).

Ukraine has been actively pursuing digital transformation
since 2012, and the establishment of the Ministry of Digital
Transformation in 2019 highlights the government's
commitment to e-governance, ICT-driven governance, and
citizen access to online services (Plantera, 2021).

The Ukrainian government has recognized the
importance of cybersecurity in maintaining the integrity of
ICT-enabled governance during the war. This research
aims to contribute to the existing body of knowledge by
identifying best practices and policy recommendations for
strengthening digitalization in ICT-enabled governance
during times of war. By drawing upon the experiences and
lessons learned from the Ukrainian context, this article
intends to provide practical guidance for governments and
policymakers dealing with similar challenges globally.

In summary, this research article provides a comprehensive
examination of the digitalization challenges and strategies
in ICT-enabled governance during the war in Ukraine. By
delving into the peculiarities of tailored e-governance
measures adopted by the Ukrainian government during the
war, the study aims to enhance our understanding of the
intricate interplay between ICTs and armed conflict. The
insights and recommendations derived from this research
can inform the development of robust digitalization
frameworks to safeguard ICT-enabled governance systems
in conflict-affected regions.

Sources. The literature review examines key sources
pertaining to the conceptualization of strategies for
e-governance, including the ICT-enabled governance
concept. These sources contribute to a comprehensive
understanding of the theoretical frameworks, practical
approaches, and unique dynamics associated with
leveraging information and communication technologies for
effective governance in Ukraine, particularly in the context
of ongoing armed conflict.

Based on the e-governance concept (Rossel, & Finger,
2007) e-governance goes beyond the mere use of
information and communication technologies (ICTs) in
government processes. We may agree that e-governance
encompasses a broader scope, including changes in
administrative practices, service delivery mechanisms, and
interactions between the government and citizens.
In addition, e-governance may be defined as the
transformative process that involves rethinking and
reconfiguring governance structures and relationships.

We may agree to some extent with the conclusion that
the concept of e-governance expands the scope of
traditional e-government by encompassing not only the use
of technology in government processes but also
emphasizing broader societal and democratic dimensions
(Finger et al., 2006). This shift requires reviewing of
technology management practices, as it entails a more
holistic and participatory approach that considers not only
technological aspects but also social, political, and
organizational factors.
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The evolution of the e-government theoretical concept
has progressed from basic electronic delivery of services
(e-government 1.0) to the use of social media and Web 2.0
technologies (e-government 2.0), resulting in significant
changes in the roles of citizens and governments in public
service delivery (Vrabie, 2023). The advent of innovative
technologies like artificial intelligence (Al), blockchain, and
the Internet of Things (loT) has facilitated the emergence of
a modern e-government paradigm known as e-government
3.0. This updated iteration of e-government is anticipated
to revolutionize public service provision and governance by
incorporating cutting-edge technologies into governmental
functions. By integrating these emerging technologies,
e-government 3.0 holds the potential to enhance the efficiency
and effectiveness of government operations and service
delivery according to Twizeyimana and Andersson (2019).

This research article takes into consideration that the
e-government concept is often defined as the utilization of
Information and Communication Technologies (ICTs) in
conjunction with organizational modifications to enhance
government structures and functions (Field et al., 2003).
Furthermore, the adoption of e-government is anticipated
to facilitate service delivery improvements and foster
transformative  interactions between governments,
citizens, businesses, and other governmental entities
(Grénlund, & Horan, 2009).

According to the modern research findings, in contrast to
developed countries where e-government is well-established,
there are many challenges for e-government in the least
developed countries. These challenges include, but are
not limited to, a large digital divide, inadequate
e-infrastructure and a lack of skills and competencies for
the design, implementation, use, and management of
e-government systems (Twizeyimana, & Andersson, 2019).

To compare theoretic e concepts in Ukrainian context,
the reports of international organizations such as UN,
OECD, EU, as well as donor projects including IFES,
EGAP, EGOV4UKRAINE, U-LEAD, E-GOV Academy,
USAID, and Ukraine public authorities such as the Ministry
of Digital Transformation, State Service of Special
Communication and Information Protection of Ukraine, and
State Agency on E-governance have been utilized in this
study. These sources have provided valuable insights into
various aspects of e-governance in Ukraine, including
policy development, implementation strategies, capacity
building, and the impact of information and communication
technologies on governance processes. The research
reports from international organizations and donor projects
offer a broader perspective on global trends, best practices,
and lessons learned from e-governance initiatives around
the world. Furthermore, the involvement of Ukraine's public
authorities ensures the inclusion of local context, specific
challenges, and initiatives undertaken within the country.
By incorporating these diverse sources, this research aims
to present a comprehensive analysis of ICT-enabled
governance in Ukraine, in the view of international
experience and local realities. In addition, an overview of
the legislation on e-governance was provided to assess
challenges and gaps in digital transformation in Ukraine.

This research was based on publicly available
information and data and faced limitations arising from
the martial time restrictions in obtaining crucial data
related to ICT infrastructure and governance. This lack of
access to complete and accurate data posed challenges
for in-depth analyses.

Methods

To investigate the digitalization challenges and
strategies in ICT-enabled governance during the war in
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Ukraine, a comprehensive and multi-faceted methodology
is proposed. The following research approach included a
literature review, a case study based on the open sources
from Ukrainian state authorities and donors' reports on
digitalization and e-governance, data, and cross-case analysis.

The systematic literature review was conducted to
gather existing knowledge and insights related to the
concept of e-governance, and e-governance strategies in
ICT-enabled governance during times of the war in
Ukraine. Relevant academic journals, conference
proceedings, government, and international organizations,
as well as donor-funded project reports were examined to
identify key themes, trends, and gaps.

A qualitative case study approach was adopted to gain
an in-depth understanding of the specific digitalization
challenges and strategies in the Ukrainian context. Multiple
government organizations, including the Ministry of Digital
Transformation of Ukraine, other ministries, and public
authorities such as SSSCIP, CERT-UA, and donor-funded
projects, were selected as case study sites. Data was
collected through document analysis, and direct
observations to capture the experiences, perspectives, and
practices related to digitalizaton of ICT-enabled
governance during the war.

Primary data were collected through publicly available in
publicly available interviews with key stakeholders involved
in ICT-enabled governance and digitalization efforts during
the war in Ukraine. To avoid misinformation the scope of the
interview analysis was limited by the government officials,
ICT experts from international tech companies delivering
assistance to the Ukrainian digital sector, public officials, and
representatives from international organizations involved
in supporting digitalization initiatives.

The collected data were analysed using thematic
analysis techniques. The documents and other relevant
materials were organized into meaningful themes and
categories. Through the holistic process, patterns and
connections were identified, and key findings related to
digitalization challenges and strategies in ICT-enabled
governance were derived.

In addition, cross-case analysis was conducted to
compare the digitalization challenges and strategies across
different governmental organizations in Ukraine. This
analysis enabled the identification of common patterns,
variations, and unique insights regarding the use of ICTs
and digitalization measures during the war. Given the aim
of this research article, the inclusion of materials focusing
on digitalization practices and e-governance of local
authorities was beyond its intended boundaries. Based on
the findings from the case study analysis, best practices
and policy recommendations were conceptualized to address
the identified digitalization challenges of ICT-enabled
governance during times of war.

By employing the proposed holistic approach, the
research article aims to provide a comprehensive
understanding of the digitalization challenges and strategies
of ICT-enabled governance during the war in Ukraine,
offering valuable insights and practical recommendations for
improving governance in similar conflict settings.

Results

Conceptualizing E-governance in Ukrainian context.
The term e-government (abbreviated from electronic
government but also known as e-gov, digital government,
online government, or connected government), first
emerged in the 1990s when many buzzwords starting with
the prefix "e-" were coined during the Internet boom
(Vlahovic, & Vracic, 2014, pp.2700-2708). However,
e-government usually refers to the application of ICT and
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methods of electronic commerce in governmental
and public institutions that cater for the needs of citizens
and entrepreneurs. In this view term e-government represents
a novel medium for the communication of government and
public institutions with other entities of a society.

According to the e-governance concept proposed by
services Finger and Rossel (2006) there can be underlined
typical e-services provided under the e-governance with the
use of ICT tools. Among e-governance and e-government
services implemented practically a division may be provided
based on the administrative process: access to information,
online applications, telecommunication services; specific
services for citizens: smart cards, payment in the Internet,
payment by SMS, interactive location maps, online booking
services, access to libraries and online services; citizen's
involvement services: online access to municipalities
meetings, electronic  votes, access to elected
representatives. This basic concept of e-governance
evolved much in the last two decades and is not reflecting
anymore the current state of e-governance as the new
approaches, such as e-government 2.0 and e-governance
3.0 appeared based on the matured technologies and ICT.

While e-government (referring here to the first
generation of e-government) was just the simple manner of
delivering public services via electronic means, e-gov 2.0
refers to the use of social media and Web 2.0 technologies
in government operations and public service delivery.
A relatively new concept of e-government 3.0 proposed
recently is built upon the principles of e-government 2.0 but
refers to the use of emerging technologies (e.g., artificial
intelligence) to transform the delivery of public services and
improve governance (Vrabie, 2023).

Conceptualized over decade already, e-government 3.0
concept refers to the use of disruptive ICTs (blockchain, big
data and artificial intelligence technologies) in combination
with established ICTs (distributed technologies for data
storage and service delivery) and the wisdom of crowd
(crowd-sourcing and co-creation) towards data-driven and
evidence-based decision and policy making (Alexopoulos
et al, 2018, pp.1-2). Government 3.0 can mean a
Semantic Web-based government that personalizes all
government services according to the conditions and
preferences of each individual.

Ukraine has been committed to digital transformation
since 2012, and the Ukrainian State Agency for e-governance,
established in 2014, is the main body responsible for policy
formulation and implementation in this regard (Plantera,
2021). Since 2019, Ukraine has established the Ministry of
Digital Transformation which is the main governmental
body responsible for the development, coordination, and
implementation of public policy in the sphere of digital
transformation, ICT-driven governance, e-governance,
citizens' access to the Internet, digital literacy, and e-services.

The evolution of Ukraine's e-governance maturity can
be effectively explained using the "three generations of
electronic  government" framework, proposed by
Charalabidis, Loukis, Alexopoulos, and Lachana in their
2019 conference paper. This framework outlines three
stages: E-Government 1.0, which focuses on improving the
efficiency of government operations and services through
ICT; E-Government 2.0, which emphasizes transparency,
citizen participation, and the use of open data and social
media; and E-Government 3.0, which leverages advanced
technologies such as big data, Al, and loT for data-driven
decision-making and policy analytics (Charalabidis et al.,
2019). Ukraine has progressed through the first two
generations, implementing e-services and open data initiatives,
and is now on the path to integrating E-Government 3.0
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capabilities to address complex societal challenges through
more advanced technological solutions.

Based on recent research findings (Twizeyimana,
& Andersson, 2019), it can be concluded that Ukraine
faces similar difficulties as less developed countries when it
comes to e-government. While developed countries have
successfully established e-government systems, the
challenges encountered in emerging economies are also
prevalent in Ukraine. These challenges encompass
a significant digital divide, insufficient e-infrastructure, and
a lack of expertise and capabilities in designing, implementing,
utilizing, and managing e-government systems.

Ukraine is far from discussions on e-government 3.0
especially during times of war as the country strives to
maintain its basic functions in e-governance related to the
delivery of e-services for the citizens in-and-out-of-country.
However, the concept of e-government 3.0 holds the
promise of enhancing local democracies by personalizing
government services according to the conditions and
preferences of each individual (Vlahovic, & Vracic, 2014).
Under the martial law status, local self-governance
functions are limited to a minimum, and the local military
administrations are established to support basic
governmental functions across the country. Consequently,
e-government 3.0 is not a reliable strategy to be
implemented at times of war as it also aims to empower
citizens by providing them with more access to government
information and services and by enabling them to participate
more actively in government decision-making processes
(Malodia et al., 2021). While Ukraine made considerable
steps in the development of such e-government 3.0 tools as
civic  crowdfunding platforms  (United24), mobile
applications (Diia app), online participation platforms
(online petitions, participatory budget platforms at the local
level), social media engagement (public channels
in Facebook, Telegram, Viber), the country is still need to
re-thinking at governmental level the implementation of
such technologies conceptualized in e-government 3.0 as
e-clouds for public authorities, blockchain technology.

For instance, during times of war, Amazon Web
Services (AWS) has been supporting Ukraine with cloud
technologies to help the digital state and economy work
stably. The company has already helped with the migration
of about 100 Ukrainian state registers and critical
databases to the Amazon AWS cloud environment.
Amazon has committed more than $75 million in support to
help the people of Ukraine address both immediate and
long-term needs (Ministry of Digital Transformation, 2022).
Currently, Ukraine is underway of developing relevant
legislation for using commercial clouds for public purposes.

Also, Amazon provided seed funding, learning resources,
and operational expertise for BecomingX Ukraine, a digital
education platform being developed to help Ukrainians
build digital skills, enhance their employability, and gain the
confidence to succeed, as they look to rebuild their country.
BecomingX Ukraine was co-founded by adventurer Bear
Grylls, an ambassador for President Zelensky's charity
UNITED24, and the new learning platform will launch in
September 2022 (Amazon Staff, 2022).

Government Resilience through the expanded use of
ICT-tools. During the full-scale invasion in 2022, the
existing governmental digital services in Ukraine showed
adequate resilience. Following the invasion, the Ukrainian
government implemented restrictions on access to
registries and suspended online services to mitigate
potential Russian cyberattacks. As the electronic
identification system in Ukraine is based on the
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governmental Diia application, the restrictions significantly
decreased citizen's access to public e-services.

In 2023, despite of the wartimes, more than 5.5 million
rural residents in Ukraine (12 % of the total population) and
17 thousand (61 %) of settlements or villages still need to
be connected to high-speed Internet according Ministry
of Digital Transformation (Ministry of Digital Transformation
of Ukraine, 2023). Since the establishment of Ukraine's
Ministry of Digital Transformation (MDT) in 2019, the US
government, along with other donors, provided support to
Ukraine by offering legal, financial, and technical assistance
for the development of Diia, a mobile application and online
portal. In addition, the United States has supported Diia
which is accelerating Ukraine's digital transformation during
the martial law period (U.S.-Supported E-Government App
Accelerated..., 2023). Research also shows that local
authorities and residents are highly interested in implementing
and using digital tools. Both believe that the adoption of new
technologies can improve their communities' quality of life
through easier access to services and citizens' enhanced
participation in local decision-making processes (Localizing
digital transformation in Ukraine..., 2023).

Among the most reliable digital tools supporting
governmental e-services is Diia application. It was
launched in 2020 to allow Ukrainian citizens to use digital
documents on their smartphones instead of physical ones
for identification and sharing purposes. This application can
house important documents and is the main form of
identification for millions of citizens in Ukraine and abroad.

According to the decision of the government of Ukraine,
Diia was unavailable since the start of the war only in
February 2022, but already one month later it successfully
restored business services, including registration, citizen
data modification, and termination. This swift recovery
proved critical for Ukrainians as accessing these services
offline became nearly impossible due to disruptions in public
registrars, notaries, and administrative service centers. The
relaunch of online services for entrepreneurs provided
a lifeline, offering the much-needed opportunity to register a
business, modify business data, or close businesses amidst
the crisis. The findings highlight the effectiveness of the Diia
portal in facilitating crucial online transactions during times
of societal shock and demonstrated a significant uptake of
online business registrations during March and April 2022,
with over 90 percent of new sole proprietorships registered
online (Riabukha, 2023).

During the times of war Diia was still a platform aimed
to enhance digital access to 120 government services,
enabling Ukrainian citizens to engage with their
government through a unified platform. Diia facilitated
various activities such as benefit applications, tax
payments, document access, business registration, and
digital identification. With the onset of Russia's invasion of
Ukraine in February 2022, In war-affected areas, Diia
became crucial for Ukrainians in receiving social support
and accessing vital services. The success of the
application has led to its recognition as a leading example
of e-government, prompting Ukraine to share its technology
with other nations. For instance, during the World
Economic Forum in Davos “Vice Prime Minister of Ukraine —
Minister of Digital Transformation of Ukraine, Mykhailo
Fedorov, and Vice Chancellor for Digital Development,
Luukas Kristian llves, introduced the Estonian state
application mRiik, which is based on the Ukrainian Diia
platform” (The Ministry of Digital and Government of
Estonia, 2023). Estonia has made notable progress in
adopting the Diia-like application, collaborating with MDT
on code transfer, user experience design, and user
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interface design, culminating in the formal adoption of a
similar application for Estonian citizens.

Despite massive shelling and frequent blackouts, as of
the beginning of 2023, 135,000 people have created
businesses through Diia since the start of the full-scale war.
Ukraine's business community does not give up despite the
formidable challenges and continues to be the mainstay of
our economy, while the government is doing everything to
enable this nation to become a country of entrepreneurs.
The successful practices of e-governance in Ukraine
include online business services, which have made
Ukraine a "tiger of digital transformation" (Riabukha, 2023).

Another substantial social demand to the government
during the war in Ukraine relates to e-services enabling
re-registration of the small entrepreneurs during relocation
from the regions where active military actions are taking
place. There was a substantial request for such e-service
enabling entrepreneurs to change the location and name of
their sole proprietorship (SP) amidst the ongoing war.
Despite the conflict, entrepreneurs were compelled to
sustain their operations, fulfill their tax obligations, and
submit reports. Within a remarkably short period of two
weeks, the Ministry of Digital Transformation and the
E-Governance for Accountability and Participation Program
(EGAP) successfully implemented this service, launching it
by May, a mere three months after the invasion by Russia.
The feasibility of such a rapid implementation had seemed
implausible previously (Riabukha, 2023). Before the war,
this service was exclusively accessible through offline
channels, incurring higher costs. However, the introduction
of a new e-service has allowed citizens to save time, and
money associated with visiting government offices, and the
stress that often accompanies waiting in queues. Furthermore,
the convenience of online payment options, such as card
payments, Google Pay, or Apple Pay, has further enhanced
the user experience. As of mid 2023, approximately
15,000 sole proprietors have utilized this service.

Another novel electronic service introduced for
entrepreneurs involves obtaining a document certifying
their SP status. This document serves as a prerequisite
for engaging in contracts, accessing banking services,
or participating in tenders. Since its introduction, around
7,000 citizens have availed themselves of this service
(Riabukha, 2023).

International Support to Ukraine's Digital Transformation.
Since 2014, when Ukraine signed the association agreement
with the European Union, the country has made
e-governance and democracy two indivisible synonyms.
With the help of Estonia, represented by the e-Governance
Academy (eGA) and other EU Member States, the country's
administrative structure has been blooming into pilot
projects, reorganizations, and promising levels of digital
maturity (Plantera, 2019). On the other hand, the roots of
Ukraine's commitment to digital transformation are deep-
seated. In 2016, innovation in the public sector picked up
steam more decisively thanks to a large European program
in support of the nation's efforts — U-LEAD with Europe.
Within this framework, EGOV4UKRAINE project was
deemed to be the ICT-centred branch of the initiative.

In 2018, the Ukrainian Government finalized and
launched the National Interaction system TREMBITA.
The system, based on the Estonian interaction system
X-Road, aimed at data exchange between the state
information resources to ensure a high level of e-Services
delivery system (Digital Government Factsheet 2019 ...,
2020). In 2018, TREMBITA received certification of its data
protection mechanisms in compliance with the legislatively
mandated requirements for technical and cryptographic
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data protection. Currently, experts are developing a
comprehensive data protection system for the central part
of the system. Currently, its owner is the Ministry of Digital
Transformation of Ukraine. This interaction system
guarantees state authorities and service centers access to
the information contained in national registers and enables
fast and high-quality provision of public services.

In 2019, with the change of government and the victory
of Volodymyr Zelensky, the intention to pursue
digitalization became stronger and clearer, to the status of
priority. As stated above, e-government development in
Ukraine was empowered by the commitment to increase
transparency, accountability, and responsiveness in the
public administration. As proof of such political will and
support, the former State Agency for E-governance was
turned into a full-fledged Ministry of Digital Transformation,
with increased institutional capacity and responsibilities
(Plantera, 2021). However, at the national level, there was
no specific e-governance strategy in place before the war.

The legal prerequisites for the introduction of electronic
government and the provision of electronic services by
public authorities in Ukraine are due to the Laws of Ukraine
"On electronic documents and electronic document
management" dated May 22, 2003 No. 851-IV and "On
electronic digital signature" dated 22 May 2003 No. 852-1V.
Developing the provisions of these laws, taking into
account domestic experience in this area, in 2016 formed
the Concept for the development of electronic services in
Ukraine, approved by the Order of the Cabinet of Ministers
of Ukraine dated November 16, 2016, N918-r. In the
provisions of this concept, the electronic service is defined
as an administrative and other public service provided to the
subject of circulation in electronic form using information,
telecommunications, information, and telecommunications
systems (Dubinskiy et al., 2021, p. 8).

Prioritizing E-governance Strategy in Ukraine. Strategic
planning of e-governance in Ukraine was envisaged in the
Regulation of the Cabinet of Ministers of Ukraine from
20 September 2017, 649-p, titled "On Approval of the
Concept of Development of E-Governance in Ukraine".
It covered the period until the end of 2020 and established
a strategic framework for the advancement of e-governance
in the country. This regulation underscores the government's
commitment to harnessing digital technologies to transform
public administration, improve service delivery, and foster
citizen engagement. The regulation highlights the need for
a comprehensive approach to e-governance development,
recognizing it as a crucial enabler of democratic governance
and transparency. It emphasizes the importance of
adopting innovative digital solutions and promoting
interoperability among government systems and databases
to facilitate seamless information exchange and streamline
administrative processes.

Except for the outdated Concept of Development of
E-Governance in Ukraine described above, the legal
framework for e-governance in Ukraine also includes
several dozen regulatory legal acts. The most reliable
piece of legislation enabling the development of public
e-services in Ukraine is the Law of Ukraine "On Electronic
Trust Services" which came in force in 2018 (On electronic
trust services, 2023). This law regulates legal relations that
arise during the use of electronic trust services, including
electronic  identificaton and  electronic  signatures.
It establishes the legal validity of electronic signatures and
electronic documents and sets out the requirements for
electronic identification to be considered valid and secure
in Ukraine. Importantly, that the law has introduced key
principles of European electronic identification and trust
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services in according with EU elDAS Regulation (Digital
Government Factsheet 2019 ..., 2020). Together with the
National Informatization Programme, this piece of legislation
provides a legal framework for the use of electronic trust
services, electronic identification, and electronic signatures
in Ukraine. They aim to promote the use of e-governance,
which can help to improve the efficiency and transparency of
administrative services in Ukraine.

Before 2022, a significant stride was made towards
implementing the requirement of conducting electronic
cases in the provision of administrative services through
the enactment of Cabinet of Ministers Resolution No. 1035
on October 28, 2020. According to the resolution, starting
from March 1, 2021, applications for specific social matters
are exclusively accepted by officials from the executive
body or the administrative services center, accompanied by
the creation of an electronic case.

Discussion and conclusions

E-governance concept grew together with the maturing
of technologies used by governments and public authorities
to interact with citizens. While E-government 3.0 appears
to be the most up-to-date and matured concept for the
governments internationally, Ukraine has not prepared its
e-governance strategy either before the full-scale war or for
the post-war period.

Neither governmental concepts on e-governance in
Ukraine, nor digital transformation plans do not contain
calculations or scenarios needed for their implementation.
Also, a significant factor contributing to Ukraine's lag in the
field of digital and informational development is the profound
inadequacy and obsolescence of both the legislative
framework and the institutional governance/regulatory
model in this domain. Attempts to make piecemeal
changes to subordinate legal acts do not address the
underlying issue, as they mostly modify legislative acts that
are fundamentally outdated and rely on technology models,
strategic objectives, and practices of public administration
(both managerial and regulatory) that have long lost
relevance in advanced societies. Consequently, the issue
of aligning key legislative acts with the strategic goals of
the state and current technological trends becomes
relevant. Therefore, it is imperative to ensure that the
essential legislative acts are brought into accordance with
the strategic objectives of the country and the prevailing
technological trends.

Within the state system for implementing tasks and
projects of the National Informatization Program, numerous
normative and institutional deficiencies systematically
hinder Program effective and sustainable functioning. It is
inherently unstable and excessively dependent on the
current situation in the country, suffering from chronic
underfunding. Therefore, it requires a serious review and
update, or replacement with more comprehensive practical
documents. One of the main objectives of the updated
National Informatization Program should be ensuring the
proper functioning of the National System of Indicators for
Information Society Development and the National Register
of Electronic Information Resources. Additionally, the
preparation of annual reports on the state of information
society development in Ukraine should be reinstated,
providing both government bodies and the public with
appropriate indicators of the state of development in this
field and well-founded reasons for adjusting strategic
documents in the field of ICT development.

Described above cases of introducing new e-services
during the war demonstrate a non-holistic approach for
resolving current problems. However, the ongoing war in
Ukraine has highlighted the critical needs in updated and
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comprehensive e-governance strategy that can effectively
support the country's recovery and reconstruction efforts.
Conceptualizing the Government 3.0 concept in public
strategic documents in addition to the allocation of
international donors' funds with oversight to avoid its
overlapping would assist in the integration of advanced
technologies to enhance the efficiency and accessibility of
government services in Ukraine. This may include the
development of robust digital platforms, such as the Diia-like
application, to facilitate seamless interactions between
citizens and the government. Furthermore, leveraging
emerging technologies like artificial intelligence, blockchain,
and data analytics can improve decision-making processes
and enable evidence-based policy formulation. Such
endeavours should involve investing in training programs
for civil servants to enhance their digital literacy and skills
necessary for effective e-governance implementation.
Furthermore, establishing dedicated units or agencies
responsible for overseeing e-governance initiatives and
coordinating cross-sectoral collaboration. Applying a holistic
approach that integrates technological advancements and
policy reforms may help in strengthening institutional
capacity at all levels of government.

Among the current problems limiting digitalization and
e-governance is ongoing during last decades changes in
the legislation on citizens identification. There are two
types of internal passports in Ukraine — an ID card and a
1994 model passport booklet with a pasted photo card.
According to the most recent data, only 5.6 million
Ukrainians (out of 40 million) have digital IDs, while the
country's citizen registry requires broad reform and
modernization (Savelii, & Applegate, 2021). Those citizens
who do not possess ID cards to receive some online
services, had to notarise a copy of their internal passport.
For example, to certify their status as a beneficiary of an
LLC. Of course, this is inconvenient, so many people
continue to receive services offline (Riabukha, 2023).

The problem of citizens identification through one single
document also hinders Ukraine's ability to introduce new
voting technologies, such as Internet Voting. International
Foundation of Electoral Systems (IFES) in its Feasibility study
on the introduction of New Elections Technology for Ukraine
underlined the importance of engaging the Central Election
Commission with every proposed initiative under the Digital
Transformation vision, to ensure that every innovation is
electorally compatible (Feasibility study on introduction of new
election technology in Ukraine, 2020). According to IFES,
authentication (identifying the voter) and coercion (protecting
the secrecy of the ballot) are issues that need to be more fully
understood and widely debated in Ukraine (Feasibility study
on introduction of new election technology in Ukraine, 2020).
Poorly developed voter identification system for voter
verification for electronic Voting or Internet Voting will become
the highest risk for the first post-war elections. This problem is
important for discussions of the most feasible ways to
organize the first post-war elections in Ukraine, especially
taking into consideration the number of Ukrainian voters
relocated abroad. According to UNHCR, almost 6 million
Ukrainians who have fled Ukraine since 24 February 2022
recorded as refugees across Europe (Ukraine Refugee
Situation, 2023). Ukrainian legislation envisages that voting
abroad organized only in-person through the polling stations
located in the embassies and consulates of Ukraine abroad.
Among the options to consider the voting for Ukrainian citizens
abroad is Internet voting method which demands feasible
electronic voters' identification to be in place.

Adopted before the war Administrative Procedure Code
of Ukraine could significantly enhance the rise of e-services
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both at national and local levels. However, implementation of
this legal act is still pending due to the ongoing military
actions in Ukraine. Upon examination of the aforementioned
content, it becomes evident that the implementation of the
Administrative Procedure Code of Ukraine is poised to
address several key issues. Firstly, it will rectify the absence
of comprehensive legislation governing the procedure for
providing administrative services, including the establishment
of cases, particularly electronic ones. Secondly, it will tackle
the matter of defining the scope of administrative services,
the jurisdiction of relevant entities, and the extent of their
authority, which, in turn, influences the process of case
formation. Lastly, it will address the insufficient integration of
information systems in electronic document management,
including the limited adoption of such systems across various
departments. This deficiency is attributable to the prevailing
notion among governmental entities that e-government merely
entails the computerization of specific documents.
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KuiBcbkuit HauioHanbHUIA yHiBepcuTeT imeHi Tapaca LLeBuYeHka, KuiB, YkpaiHa

NIABULLEHHA IHQTVITYLI,IVIHO'I' CMPOMOXHOCTI BPAOYBAHHA
HA OCHOBI IHOOPMALIMHO-KOMYHIKALIMHUX TEXHOJOTA nig YAC BIMHU

BcTyn. HazonoweHo, ujo sukopucmaHHsi iHhopmauyiliHo-komyHikayilinux mexHonoeiti (IKT) cmae ece 6inbw nowupeHumMm y npouyecax
epsidyeaHHs, NPOMOHYYU HO8I MOX/ueocmi ma euknuku 0ns ypsidie y ecbomy ceimi. IKT cnpusitomb nideuuwjeHHl0 iHCmMumyuyitiHoi
cnpomoxxHocmi ypsidie y euKOHaHHi ce0i MoeHOBaXeHb Ma MokKpawlyrombs HalaHHs1 ny6niyHux nocnye. 1id yac koH¢pnikmie, makux sik eiliHa e
YkpaiHi, ujo mpueae, sukopucmanHs IKT y epsidyeaHHi cmae we 6inbw Kpumu4HUM i cknadHum. Memoro docnidxeHHs1 6y/10 sue4YUMU 8UK/TUKU ma
cmpameeii yugpoeizayii, noe'ssaHi 3 eukopucmaHHsm IKT y OepxxaeHoMy ynpaeniHHi nid 4ac eiliHu e YkpaiHi. BuceimneHo yHikanbHul
naHowagpm uyugpposizayii 8 yux cknadHux ymoeax, aHasi3yoyu epassiugocmi ma 3a2po3u, 3 SAKUMU cmukalombcsi ypsidoei cucmemu ma
KOMYyHiKauyiliHi mepexi 8 ymoeax 36poliHo2o koHgnikmy. Kpim moeo, idenmudpikosaHo Halikpawji npakmuku ma npoz2asauHu e nosimuyi, HadaHo
pekomeHOauii w000 3MiyHeHHs1 yugppoeisayii HanawmyeaHb IKT-opiecHmoeaHoz20 ynpaeniHHs nid 4ac eillHU ma nic/iss80€HHO20 mnepiody.
3ayeaxeHo, w0 eukopucmaHHs ycniwHux nioxodie ma 3006ymozo doceidy cnpusimume po3pobrsiHHIO HadiliHux cmpameeiii yugpoeizayil, ski
MOXymb eumpumMamu yHiKalbHi UK/IUKU, W0 eUHUKaromb nid 4ac 36poliHux KoHdsikmie. [[pedMemom ybo20 OOCiOKeHHs1 € cmpameaii
yugppoeizauii ma 3axodu IKT-opieHmoeaHo20 ynpaesniHHs, yxeasneHi yKkpaiHCbKuUM ypsidoM niod yac eiliHu, wjo mpueae.

M e T o A v . [ns docnidxeHHs1 suknukie ma cmpameeiti yugbposisayii e IKT-opicHmosaHoMy ynpaesniHHi nid Yac eiliHu e YkpaiHi ukopucmaHo pi3Ho-
MaHimHy ma 6azamozpaHHy Mmemodornogito. [locnidHuybkuli nioxio ekmoyae o2nsi0 nimepamypu, Kelic-cmadi Ha ocHoei 8idKpumux Axepest 8i0 yKpaiHCbKUX
JepxasHux opaaHie ma 3eimie doHopie w000 yugposizayii ma erekmpoHHo20 ypsidyeaHHsl, @ makoXx OaHi ma Kpoc-kelic aHani3. Bmim, komnnekcHicms
memodornozii 3anuwaemscsi AUCKYCIliHON, wjo MiGKpecsIroe HeobxiOHicMb NOCMIliHO20 062080PEHHST Ma 800CKOHANIeHHS y MalibymHix GOCTiGKeHHsIX.

Pe3ynbTaTtu. 3aceidyeHo, wo ypsao YkpaiHu exue npoakmueHux 3axodie Ons 3abe3neyeHHs1 cmilikocmi Oep)xasHUX €/IeKMPOHHUX
nocnye, yugpoeoi 6ezneku ma yinichocmi depxaeHoi IKT-iHgppacmpykmypu, a makox Ons 3axucmy rnepcoHasibHUX 0aHuXx MPomsi20M KOHikmy.
AHani3 rpyHmyemscsi Ha eMnipu4yHuUx 0aHux, 3i6paHux 3a donomozoto oansdy nimepamypu, kelic-cmadi 3 UKopucmaHHsIM 8iOKkpumux dxepen 8id
YKpaiHCbKux Oep)asHUX opaaHie ma Kpoc-kelic aHani3y, ujo 0o3eosisie pemesibHO oyiHUMU eghekmusHicmb yux 3axodie yugposizayii. Knoyosi
B8UCHOBKU eKoYyaromeb ideHmudbikayiro Halikpawjux npakmuk ma npoeanuH y nonimuyi, Hadaro4u pekomeHOayii wjodo 3MiyHeHHs1 yugpposisayii
HanawmyeaHb IKT-opieHmoeaHoz20 ynpaeniHHA nid yac eiliHu ma nicisieoeHHo20 nepiody. 3a AoMoOMo200 Ub020 CMPYKMYypoe8aHo20 mnioxody
3abe3ne4eHO ompuMaHHsl YimKux pe3ysbmamie i3 onucaHoi memodornoaii.

B 1 c H 0 B k u . BukopucmaHo pisHomaHimHi Memodu, ekroyaroyu 021510 simepamypu, Kelic-cmadi Ha ocHoei eiokpumux dxepesn €i0 ykpalHCbKUX
Oep)xagHUX oOp2aHie ma Kpoc-kelic aHani3. Takuli nidxi0 do3eonue pemesibHO OUYiHUMU BUKIIUKU Mma cmpamezii yugpoeizayii, noe'asaHi 3
IKT-opienmoeaHum ynpaeniHHsaM nid Yac eiliHu 8 YKpaiHi, 3a6e3neyyro4u MiyHy ocHosy Onsi aHanizy eghekmueHocmi 3axodie yugpposisauil.

BusieneHo, w0, He3gaxalo4yu Ha me, ujo koHuyenyis E-government 3.0 sess€ coboro Halibinbw akmyanbHy ma 3piny ¢popmy eseKmpoHHO20
ypsidyeaHHs1 Ha Mi>kHapoOHOMY pieHi, YkpaiHa wje He po3pobuna ecebiyHy cmpamezito eniekmpoHHo20 ypsidyeaHHs siKk Onsi 0080EHHO20, makK i Ons
nicnsieoeHHo20 nepiody, W06 docssi2mu makoz20 X pieHsi npozpecy. AKUeHmoeaHo, wo eidcymuicms demanbHo o6rpyHmoeaHoi nonimuku ons
enposadxeHHs1 yugpoeoi mpaHcgopmauii 3anuwiaemscsi 3Ha4yHoro nepeuwikodoro. Kpim mozo, 3acmapina 3akoHodae4a 6a3a ma iHcmumyuyiliHa
modenb ynpaesiiHHA € K/Ilo408uMuU nepewkodamu, nNpu4yoMy ¢hpacmeHmapHi OHOB/IeHHs1 3akoHodaecmea He po3e'a3yromb hyHOaMeHmanbHUX
npo6sieM. Po3kpumo, wo yeli po3pue MK cmpamez2iYHUMU YinssMu ma nomoYyHUMU MexHOs102iY4HUMU meHOeHUiamMuU nidkpecsitoe HeobxioOHicmb
rpyHmoeHoz0 nepezansidy 3akoHodaecmea Onsi npusedeHHs1 io2o y gidnoeidHicmb 3 akmyanbHUMU sumo2amu. HecmabinbHicmb ma HedocmamHe
piHaHcyeaHHs1 y Mexax HauyioHanbHOi npoepamu iHghopmamu3ayii YkpaiHu, sika cmpaxodae 8i0 YucreHHUX HopMamueHux ma iHcmumyuyiliHux
HedouJiKie, € Halikpauwjoro intocmpayiero makozo 6e3nady. [lokasaHo, ujo egpekmueHicms yiei npozpamu do0amkoeo ycknadHemMbCs i HaOMipHO
3anexHicmio id MomoyYyHoi nonimu4yHoi ma eKoHoMi4yHOI cumyauii.

PekomendoeaHo nposecmu ecebiyHuli nepeansd abo 3amivy HayioHanbHoi npozpamu iHghopmamu3sayii Ha 6inbw npakmuyHi dokymeHmu. Knroyoeoro
Memoro OHOBJIEHOI npoepaMu Mae 6ymu 3abe3neyeHHs HanexHo20 (hyHKyioHyeaHHs1 HayioHanbHoi cucmemu iHAukamopie po3sumky iHghopmayitiHo2o
cycninbcmea ma HayioHanbHO20 peecmpy efleKmpoHHUX iHghopmauiliHux pecypcie. Takox 3arnporoHoeaHO 8iOHOB/IEHHSI WOPIYHUX 38imie npo cmaH
po3eumky iHghopmayitiHoao cycninbcmea, wo Hadacme YiHHi iHcalimu Ons1 Kopu2yeaHHs cmpameziyHux 0okymeHmie 3 pozeumky IKT.

Kpim moeo, eusHayeHo, wjo eiliHa e YkpaiHi niOkpecnuna Ha2anbHy nompeby e oOHoeseHili ma ecebiyHili cmpameeii eleKMPOHHO20
ypsidyeaHHs1 Onisl NidmpuMKuU eiOHOeJIeHHSI ma peKoOHCMPYKUii KpaiHu. 3anponoHoeaHo KoHuenmyanizayito koHyenyii Government 3.0 y depxaeHux
cmpameziyHux GoKymMeHmax, w0 8 nocOHaHHi 3 8UOiNIeHHIM MiXXHapOOHUX OOHOPCbKUX KOWMIie 3a Ha/le)XHO20 KOHMPOJI0 MOXe nidsuwumu
egpekmueHicmb ma docmynHicmb OepxagHux nocsye. Po3kpumo, wo eukopucmaHHs nepedoeux mexHoso2ili, makux sik wmy4Hull iHmenekm,
6n10kyeliH ma aHani3 daHux, Mo)e MoKpawumu npoyecu npuliHIMmsi piweHb ma 3a6e3ne4yums ¢hopmMyeaHHs1 MosiMuUKu Ha ocHoei doka3sie. Takox
Ha2oJI0WeHO Ha eaXlueocmi nNpozpamM Hae4aHHs1 Onsi depkasHuUX cryx6oeyie 3 Memoto nidsuweHHs1 ix yugpoeoi epaMomHocmi ma Hag8UYOK, a
makox Ha Heo6xiOHocmi cmeopeHHs1 creyianizoeaHux nidpo3dinie abo azeHmcme Onsi Ha2nA0y 3a iHiyiamueaMu efneKMpPOHHO20 ypsidyeaHHs ma
koopduHayii MixcekmopanbHoi cnienpayi. BucHoeku 3a6e3nedyyroms 4imkuli i cmpykmypoeaHuli niOcyMoK ompumaHux pe3ysibmamis,
2apaHmyroms, ujo pesysnbmamu 6e3nocepedHbo NMoe'si3aHi 3 onucaHUMu Memod9oJs102iSIMU ma 3a2aslbHol0 Memoro AOC/TiOKEeHHS!.

Knwo4yoBi cnoBa: eypsadyeaHHs, yugppose ypsidyeaHHsi, ypsidyeaHHs1 3a dorniomozor IKT, iHcmumyuyilina cripomoxHicmb; Oep)kasHe
ynpaeniHHA nid Yyac eiliHu, dep)xasHe yrnpaesliHHs, pekomeHOAayii ny6nidyHoi nonimuku

ABTOp 3asiBNsie MpO BiACYTHICTb KOHMNIKTY iHTepeciB. CnoHcopy He Gpanu y4yacTti B po3pobrieHHi gocniakeHHs:; y 36opi, aHanisi
4 iHTepnpeTaLii AaHKX; y HanucaHHi pPyKonucy; B pilLeHHi Mpo nybnikauito pesynbTaTis.
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